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1 Legaldisclaimer

Neither Nasdaq Inc.nor any of its affiliates or subsidiaries (collectively “Nasdaqg”) assumes any responsibility
forany errors or omission contained herein. The information hereinis notintended to providelegal advice on
any matter, norisitintended to be comprehensive. All informationis provided “as is” without warranty of
anykind. The information hereinis subjectto change without notice. Whilethe information has been
prepared based on the best information available, Nasdaq accepts no liability for decisions taken by any
party, based on this information.

1.1 Revision history

Revision Date Change description

1.0 2018-09-18 | Initialversion

11 2018-12-05 | Updated version adopted to fit both EMEA and US- tools

1.2 2018-12-07 | Added merging description.

13 2019-01-02 | Current login pagevs New login pagefor existing users reference
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2 Regarding this document

2.1 Purpose
The purpose of this document is to guidethe users of the Nasdaq Web Systems through the 2FA enrollment
process. The process is somewhat different depending on what tool the users areusingandiflocatedona

US- server or not. See details below under “Application support”. This document will be updated along with
the 2" GEN 2FAroll outduring2019.

2.2 Audience

This document is for users of Nasdaq web applications.

2.3 References
More informationregarding 2FAcan befound on 2FA webpage
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https://business.nasdaq.com/trade/trade-management/technical-information/connectivity/2fa.html

3 Enrollment preparations

3.1 Current Login Page vs New Login Page (For existing SafeNet users)
a) Current Login Page: Has a user ID, password and thetoken input fields before getting onto the
application page.

~#~ Nasdaq

US Production Login Page

b) New Login Page: Will besplitinto two pages before getting onto the applicationpage.

i Page 1: User ID and the Password fields

x

-4~ Nasdaq

Two-Factor Authentication

pasnoory

2FA Password

ii. Page 2: 2FA Token field
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-# Nasdaq

Nasdaq 2FA - SafeNet Login

Token Passcode

3.2 Pre-registration e-mail (NEW 2FA accounts only)

Once a new user accountinanyofthe Nasdag Web Systems has been pre-registered by the manager or
application owner, an e-mail containingthe 2" Gen 2FA enrollmentlink will besentto the users’ e- mail
address.Ensureyou’ve received that before you startenrolling.

a) NOTE! Enrollment link for systems installed on the non-US servers (often for EMEA / APAC- users):
https://login.eu.secureweb.nasdag.com

b) NOTE! Enroliment link for systems installed on US-servers (often for US/ CN- users):
https://login.secureweb.nasdag.com

Click on the enrollmentlink (should differ depending on where the tool usingis installed, US or not) provided
inthe e-mail in order to proceed to the Service Center for 2-Factor Authentication (2FA) portal.

NOTE! The registration linkisvalidduringseven (7) days and can be used once only.

For help atany stage of your enrollment phaseand after (to get help with setup, password reset, settings
etc.), pleasecontact:

EMEA/APAC: Q-port, CMS WEB, CNS, Track, NFM

Technical support-team, technicalsupport@nasdag.com, +46 8 405 6280

1. US/CN: Smarts, N3A, Kill Switch, Report HQ, Member Portal, Ocean view, Infinity Portal, Q- view,
Trade Info

Market Operations-team, marketops @nasdaqg.com,+1 2122315180

NASDAQ 2"¢ GEN 2FA ENROLLMENT GUIDE Page 6 of 19


mailto:technicalsupport@nasdaq.com
mailto:marketops@nasdaq.com

sdag.com B Maria Kolerstrom
Nasdaq 2FA QA-US registration for Demo Application

Dear Maria Kollerstrom,

You have been pre-registered for the Demo Application application at Nasdaq. To access the application, you will need to enroll into Nasdaq's program for two-factor authentication. The link below leads you to the setup wizard for your account.

https://login.secureqa.nasdaq.com/sc/ODAWIVYyMilQIUSdSCFvemQ

The enrollment link (which takes you to login.secureqa.nasdaq.com) is valid until December 11 and can be used only once.

For help at any stage of your enroliment, please contact IDM Operations, DL-IDMOps@nasdag.com.

Figure 1 —the registration e- mail with the enrollment link! Note that the above mail is connected to a DEMO environment and the link infig. 1 is not identical to the
one that will be sent out from the production environment! The correct link provided to you will be comparable to the links above in listing 1 and 2.

3.3 Service Center

For new 2FA users, Two-Factor Authentication (2FA) Service Center page contains an overview of the 2FA
enrollmentprocess. Click on theonboarding bar atthe bottom of the pagein order to proceed with the next

step inthe enrollment process.

NOTE! Users previously enrolled to SafeNet MobilePASS can enroll to alternative methods from the menu
(SMS, VoicePIN, etc.) on the left side of the page.

Weicome to the Service Center for 2-Factor Authentication

Figure 2 —Service Center before enrollment start (see onboarding progress at the bottom of the screen as well as your next step)
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3.4 Enter Contactinformation

The ContactInformation view shows the accountowners 2FA Username, Firstand Last name and the e-mail
address associated with the account, must be a personal preferably your company e-mail.

Add your cell-and/or desk phone number and press Save.
NOTE! Ifyou haveanother 2" GEN 2FA accountalready registered for another application, please makesure
to follow the procedure described in chapter 5!

markol ® . ‘Llogout

Welcome Contact Information
2FA Username First & Last Name
MHX IR BRI X
Password
Email Address
SMS
XXHHHXHRAXHIOOX XXX XXX
Voice PIN Cell Phone
Voice OTP Sweden (+46) T | XXX
Email Desk Phone
Sweden (=46) T | XXX

Smartphone

SafeNet

=

Google Auth

YubiKey I have another 2FA account, which | would like to combine with my current one

Applications

A N N N N

Figure 3 —Contact Information view
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3.5 Set 2FA password

Inorder to set a new 2FA password, press Set- Press Changeifyou already entered a password and wantto

changeit.

Toestay 4 Ducamber 2018

Figure: 4 and 5 —2FA Password view to set new password and Change already set password
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4 Enroll preferred Second Authentication factor (2FA)

On the Second Authentication Factors- page choosesecond factor(s) thatyou want to enroll.Simply click on
the link for the chosen method in order to proceed. Oncea method is enrolled and validated the check mark
next to itinthe left hand side menu will turn green!

marko ©® < |Llogout

Welcome Second Authentication Factors

Contact Info MNasdag 2FA offers 3 variety of methods to preve your identity beyond just a username and password.

The following secand factors are available to you:
Password

o SMS, a six-digit One-Time Password gets sent to you in 3 text message.
SMS

N, on your cell or office phone you receive a voice call and touch type a four-digit Personal Identification Number,

P—— , & six-digit One-Time Password is read out to you in a voice call to your cell or office phone.

IMobilePASS app generates numeric One-Time Password values that you manually enter inte a login farm,
Voice OTP o 2 six-digit One-Time Password gets sent to you via email.

ator, an app continuously generates One-Time Passwords for you,
Ena OU U an app on your Internet-connected smartphone and tap a button to confirm.

Smartphone you plug in a USE key and press a button on it.

SafoNet You are allowed to enroll into multiple second factors. Should one of them fail to work, you then still have the other(s).
SafeNe

Ta continue onboarding, please select 2 second facter, from the list above or the one to the left, and enroll into it

Google Auth

YubiKey

Applications

A Y

Figure 6 —Second Authentication Factors available —notice all methods in the left hand menu (not all methods are available for all applications)
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411 Enroll 2" 2FA method —SMS

At login, you will receivea SMSwith a One- Time Password for Nasdaq 2FA Number.
NOTE! Don’t forget to tick the preferred method- box if this is the preferred way for you to authenticate.

ry
Y o

marko @  ‘logout
Welcome SMS Second Authentication Factor

With SMS authentication, 3 One-Time Password is sent to your cell phone in a text message. The texted OTP needs to be typed in on a login form in your
Contact Info web browser.

Password Phone number to use with this method:
XHHUMXXXXX v s il TELIA = 15:06 @19 71%m
You are currently enrolled inta this authentication method. Your enrollment has not yet been validated. ey
Voice PIN +1(646) 798-1356
Email Enrolled Tuesday, 4 December, 2018 One-Time Password for Nasdag 2FA:

Smartphone Validate Enrollment

SafeNet

Google Auth Preferred method, initiated automatically on login

YubiKey

@ )

Figure 7 and 8 —Second Authentication Factors (2"42FA): SMS and the generated One- Time password via SMS. Notice the yellow check mark next to chosen
method, SMS in this case. Thisis not turned to green until you have validated your account so make sure you don’t miss that step to be able to actually useiit!
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412  Enroll 2nd 2FA method— Voice PIN

At login, you will receivea phonecall asking you to enter your Personal Identification Number (PIN), followed
by a hash (#) on the keypad.

marko @  logout

Welcome Voice Pin Second Authentication Factor
With Voice authentication, you receive a voice call on your cell phone or desk phone. The caller asks you to “dial' your Personal Identification Number. When

Contact Info you do, you are logged in immediately,

Password Before you can set up the SMS method, you need to fill in your phone number. Click here to do that.

SMsS
Phone number to use with this method:

s
Voice OTP

You are not currently enrolled into this authentication method

Email

-&~ Nasdagq

Sotenet Nasdaq 2FA - Voice PIN Login
Preferred method, initiated automatically on login
Google Auth

YubiKey

Please answer the voice call from the 2FA system

| i s
Applications and follow the spoken instructions..

For help logging in, contact your Ap
) Team or Client Support Manager

Onboarding

LS N W

Figure 9 and 10 — 2" 2FA method Voice PIN (Note! Before you enroll, enter a phone number!) - And the pop-up screen informing the user about getting a phone cal
with the Voice PIN login.
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4.2 Validation of the 2FA method IMPORTANT STEP

To ensure the enrollment has been completed, you must validate the enrolled 2FA method.

Press Validate Enrollment on the chosen method view. If this method is preferred for future logins, youcan

opt for iton this page.

Not until the method has been validated the check mark next to it, in the left hand-side menu, will turn
green provingthe method beingready to use!

rY
C

Welcome

Contact Info

Password

Vaice PIN

Vaice OTP

Email

Smartphone

SafeNet

Google Auth

YubiKey

marko @ < ‘Logout

SMS Second Authentication Factor
With SMS authentication, 3 One-Time Password is sent to your cell phone in a text message. The texted OTP needs to be typed in on a login form in your

web brawser,

Phone number to use with this method:
Cell (+46736303467) v s

You are currently enrolled into this authentication method. Your enrollment has not yet been validated.

¢ ] Unnamed Device m

Enrolled Tuesday, 4 December, 2018

Validate Enrollment

Preferred method, initiated automatically on login

Figure 11 —Validation screen of the 2FA method —onboarding now 80%...
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4.3 Validated 2FA method IMPORTANT STEP

Once you've validated your chosen authentication method, the onboardingis completed 100% (see progress
bar).You may now chooseto startusing your Nasdag Web systems/applications or continueto enroll
another method.

'-' marko @® \ Llogout

Welcome SMS Second Authentication Factor

‘With SMS authentication, a One-Time Password is sent to your cell phone in a text message. The texted OTP needs to be typed in on a legin form in your
Contact Info web browser.

Password Phone number to use with this method:
Cell (+46736303467) M

You are currently enrolled inta this authentication method. Your enrollment was last validated on Tuesday, 4 December, 2018.
Voice PIN

Voice OTP # Unnamed Device

Email Enrolled Tuesday, 4 December, 2018

Smartphone Revalidate Enrollment

SafeNet

Google Auth Preferred method, initiated automatically on login

YubiKey

Applications

Onboarding o You may alsa choose to enroll in further authentication methods.

Figure 12 —Validation of the 2FA method —onboarding now completed 100%
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5 Merging of 2" GEN 2FA accounts

If you have multiple 2FAaccounts, for examplebecause you are enrolled into multiple Nasdag Web
Systems/applications, you can merge these 2FA accounts into one 2FA account oncethe enrollment method
have been setup for the new application. This will not affect your application accounts.

This means that you canuse one single2FAaccountto authenticateinto multipleapplications.

5.1 Before merge

When you areoffered to merge multipleaccounts into one, you usually have multiple2FAaccounts, each
with their own loginidentifier (“username”), password and 2FAmethods. But as the number of application
accounts grow, you probably do notwant to manage separate 2FA accounts for each application. To simplify
this, you can chooseto starta merge process in ServiceCenter.

5.11 First account
To be ableto merge your accounts, makesure already havean accountthatis workingbyloginintoit-
depending on method chosen, login pageitcanlooksimilartobelow...

x x L] ® 5 N

4+ Nasdaq

Nasdaq 2FA - Email Login
4+ Nasdaq

Nasdaq 2FA - Smartphone Login

+ Nasdaq

Nasdaq 2FA - SMS Login

Figure 13,14 and 15—2"¢ GEN 2FA login pages for Email, Smartphone and SMS Login
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5.12 Setup of a second 2FA account

@ . logout

Welcome Contact Information

2FA Username First & Last Name
kolmar Maria Kéllerstrém

Password
Email Address
SMS
Maria Kol erstrom @nasdag.c
Voice PIN Cell Phone

Voice OTP
Email Desk Phane
Smartphone

SafeNet

Google Auth

Yubikey I have another 2FA account, which | would like to combine with my current one

Applications

onposrding

[ A N Y

Figure 16 —Setup of a second (B) 2FA account (soon to be merged into the first one already setup)
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5.2 During merge (second (B) 2FA into first (A) 2FA account)

After you started the merge process, you will beasked to authenticateagain with the accountyou want to
merge into. Let’'s assumeyou startthe merge process fromaccount B (2" account in this guide) and merge
intoaccountA (firstaccountsetup in this guide). When you do that, the following happens:

- Allyour application accounts fromaccount Bwill beadded to account A
- Allyour second factor enrollments from application accountBwill be deleted
- All the second factor enrollments of account A will still beavailable

Figure 17 —tick the box that you wantto merge this account with the
existing one. NOTE! IF you want to have the first account (A) as your
only 2FA account, then you must create this second )B) account first
and then, when validated O,K you have to logout from the second (B)
account and then login with the first user account (A) credentials and
tick this box from there!

Contact Information

218 sername st s Lot Name
Kolmar Maria Kellerstrom

Tl Address
Colt Phone

e Desk Phone

martp

Google Auth

Vibikey 1 have another 2FA account, which | would lke to combine with my current one

© . ‘Logout

Welcome Account Merging

74 promates the use of singular identification. Ideally, Nasdag would like everyene to have just one username, with just cne set of credentials.

Nasda
s on makes it possible to use that one 2FA account with multiple applications, and even single applications as multiple personas.

Contact Info

Password To achieve singular identification, some help is needed from you, the user. Advanced life in 2FA often begins with multiple separate accounts pre-existing
side by side, and it is you who will need to indicate they are bath yours. When you do, the two accounts get fused tagether in a process known as account
Onboarding merging.

When two 2FA accounts get merged, the entitlements from one account get transferred into the other account. Just one of the two accounts remains. With
the one remaining account, you can access the same applications as you could before. No longer with two separate logins though, but through the one
account you were left with.

Please note that there will be no transfer of credentials. One of the two accounts (the one through which the merger got started) will disappear completely
including its username, its Passwort d its second factors. You do not need these any more, as after the merge you will anly login as the other user, the
Email one that remains. The remaining account retains its original credentials, Nothing changes there, in particular in the second factors that were spun up for it.

Smartphone Going Ahead With Merging

Account Merging fuse: accounts together, accounts that should both be yours. The process starts with your presence in the Service Center, logged in
as some user. This user acts as the source far the merging.

safeNet

Err b A second user needs to be pulled into the mix, which is done by you logging in as the other user when requested — the destination user, the user you want

to merge into. The login will be & secure one, requiring a usermame, password and second factr.

YubiKey

After you have logged in as the destination user, the Service Center will merge the accounts. Having just logged in, you end up in the Service Center site as
the dastination user. It will have the exact same ¢redentials as before (which you had just used to login), but should have further application entitlements
which can be viewed on th s page.

Applications

You can begin the merge process by clicking on the Merge Accounts button below. With the other button you cancel eut of the account merging.

Not Interested Merge Accounts

Figure 18 —-now the merging process is ongoing.
NOTE! The example to the right shows a merge of
the second (B) 2FA account into the first (A) 2FA

account! The second (B) account will be deleted
after the merge!

Onboarding

L S W
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5.3 After merge completed

At this point, onlyaccount Awill exist, with all of its previously enrolled second factor methods and
applicationaccounts ithad before, as well as all application accounts thatused to be onaccount B.

This means thatitis importantthatyou make sureto start the merge process from the account you no
longer wish to use!

® . |logout

Welcome to the Service Center for 2-Factor Authentication

The Sel Center site for Nas A4 allows you to perform self-service on your account: update your contact information, and modify your credentials.
Contact Info ‘You may, for example, choose to enroll into a different secand factor, or set one as your preferred login method.

Thereisalsoa aliz plication menu that lists the 2FA-protected applications to which you are entitled. Through it you can access your
Password applications dir

SMS

Voice PIN
Voice OTP
Email
Smartphone
SafeNet
Google Auth
YubiKey

Applications

The kolmar user <sfully merged into the markal user as whom you are currently logged in. 1 entitlement were moved to the marko!
user, gove
our current 2 ount, markel. The kolmar account no longer

Smartphone) tokens installed that were tied to

Figure 19 —now the merging process is completed and the first 2FA account is now supporting two Nasdaq Web Systems /applications with secure login!
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6 Support

6.1 2FA

For 2FA issues during enrollmentand after (to get help with setup, password reset, settings etc.)

EMEA/APAC
Q-port, CMS WEB, CNS, Track, NFM

Technical support-team
technicalsupport@nasdag.com

+46 84056280

US/CN
Smarts, N3A, Kill Switch, Report HQ, Member Portal, Oceanview, Infinity Portal, Q- view, Trade Info

Market Operations-team
marketops@nasdag.com

+1 2122315180

6.2 NasdaqgWeb systems/Applications

Forissues with the application using 2" GEN 2FA as authentication method, contact Application Support
Team or Client Service Manager

EMEA/APAC
Q-port, CMS WEB, CNS, Track, NFM

https://login.eu.secureweb.nasdag.com/sc/contact

US/CN
Smarts, N3A, Kill Switch, Report HQ, Member Portal, Oceanview, Infinity Portal, Q- view, Trade Info

https://login.secureweb.nasdag.com/sc/contact
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